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The Increasing Need for the Representation of
Decison Making and Human Behaviour in Simulations
Used for Computer Assisted Exercisesin NATO

D. Coppieters
NC3A The Hague ORFS Division
P.O.Box 174
2501 CD The Hague
The Netherlands

Summary

In computer assisted exercises aimed at staffs and commanders operating in NATO headquarters, simulation
models are used by response cell personnel to represent the behaviour of the forces that they are commanding.
Exercise directing staff and personnel managing other forces involved in the exercise interact with the ssimula-
tions to complete the representation of the behaviour of the world that is relevant for the achievement of the ex-
ercise objectives. Hence the quality of the exercise depends heavily on the quality of the personnel that interact
with the simulation environment. Their ability to understand and interpret the intentions of the exercising staff
and to provide them with relevant information through their regular command and control information systemsis
critical to the success of an exercise. Due to the increasing number of different aspects of the real world and as-
sociated scenarios that need to be exercised, the range of activities represented in the simulation models and the
breadth and depth of knowledge of the personnel who operate them must grow and adapt rapidly. However the
time to develop new simulation models and to adapt existing ones to new regquirements has not been reduced
considerably in the last decade. The availability of highly qualified personnel to interact with simulations, repre-
sent subordinate commanders and staffs, intelligent opponents and interested third parties is limited in both
numbers and time. So although considerable improvements have been made in the preparation of the simulation
environments to meet exercise objectives, most computer assisted exercises suffer from poorly trained response
cell and other forces personnel. Also the reduction in the size of forces, the greater effect and effectiveness of
weapons and the importance of inflicted damage causes individual tactical decisions and actions to have a major
impact on the battlefield and the exercise. Therefore, the ability to incorporate automated representations of
autonomous planning and decision making and real time conduct of operations will be critical in overcoming
these problems. Equally important will be the development of intelligent information presentation entities capa-
ble of interfacing with small numbers of simulation operators and with real world command and control infor-
mation systems. It appears that progress in the representation of computer generated forces and human behaviour
modelling may allow these capabilities to be developed. The ability to enable them to go beyond reproducing
known behaviour according to established patterns and display some form of creative thinking and unanticipated
behaviour will be essential in making them effective for any length of time.

1 Current Practiceof CAX in NATO

“A computer assisted exercise (CAX) isa Command Post Exercise in which computer-based simulation models
are used to place commanders, staffs and their command and control systems in an operationally realistic envi-
ronment in order to perform decision-making, practice staff procedures and co-ordinate between headquarters.”
(ACE CAX Planners Course)

Paper presented at the RTO SAS Lecture Series on “ Smulation of and for Military Decision Making”, held in
Rome, Italy, 15-16 October 2001; Stockholm, Swveden, 18-19 October 2001; Virginia, USA, 23-25 October 2001,
The Hague, The Netherlands, 10-11 December 2002, and published in RTO-EN-017.
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A number of groups of persons complement the simulation environments in providing a realistic and challenging
environment for the exercising staffs. They include:

)

)

©)

(4)

©)

Response cells, which constitute the interface between the exercising staff and the ssmulation
environment. They represent all subordinate units, perform the corresponding decision making
process, interact with simulated entities and provide information feedback to the staffs. A growing
number of automated interfaces between simulations and NATO command and control information
systems enabl e response cellsto provide datain the format that staffs are familiar with.

A white cell, which represents other elements that provide information to the exercising, staff e.g.
media or political leadership.

One or many opposing or other forces cells which manage other active and simulated entities. They
develop plans and execute them in order to meet the exercise objectives.

A directing staff which interacts with all exercise components including the exercising staffsto
monitor the progress of the exercise.

An analysis team collects data during the preparation and conduct of the exercises to provide
feedback on the achievement of the exercise aims and objectives.

Two distinct levels of decision making are the typical focus of computer assisted exercisesin aNATO context:

)

)

the operational level of decision making where the most important problem areas that require
resolution center around the assessment of threat, the specification of the resources required to
achieve the assigned objective within the assessed threat environment and the genera allocation of
joint and combined resources to specific tactical tasks. The time frame of eventsthat isrelevant to
the decision making process at these levelsis expressed in weeks and days rather than in minutes.

the level of decision making that constitutes the transition between the operational and the highest
level of tactical decision making. At thislevel, single service considerations start to become of
overriding influence. They are still focused at the usage of large structured groups of persons and
equipment and consider the environment at a macro-level. The time frame that thislevel of decision
making considers is shorter than the previous level but is still expressed in days and hours rather
than minutes.

The decision making process is a combination of qualitative assessments and quantitative aggregate data
processing. The associated information generated by either the headquarters subordinates or other sources is
both structured and unstructured. Typically the higher the level of decision making, the smaller the quantity of
structured information. Hence the greater need for response cells to understand the intent of the exercising staffs
and their need for assessments rather than facts.

The simulations that are used to support CAXes in NATO have been selected based on their functionality and
their level of granularity. Indeed, interaction with the simulations is typically carried out by the response cells
and other forces cells at the level of the smulated entity. Reporting from the simulations is also typically at the
simulated entity level. Due to the nature of NATO exercises, the simulated entities have always been relatively
aggregated elements e.g. army battalions, flights of aircraft or naval task groups.
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2 Changing Requirements

The change in NATO’ s security environment that has taken place since 1989 and the new missions that NATO
has been called on to perform, have had a considerable impact on the types of simulation environments required
to support the growing variety of exercise objectives.

Specifically due to the types of operations that are currently undertaken by NATO in a peace support context,
there is a growing need to track the activities of individual entities as well as structured groups of entities. In-
deed, the size of the forces involved are relatively limited. In these operations, the decisions that are made by
individual entities and at every level of organization are carrying an increasing degree of importance and there-
fore of interest to senior decision makers. The growing capability of small forces and the effectiveness of single
weapon systems contribute further to this trend. Both the expected and unexpected effects of weapon employ-
ment need to be represented in exercise simulation environments to provide a representative information flow to
the exercising staffs and commanders.

Another marked change in requirements is the collaboration with civilian organizations either governmental or
private in nature. Their activities need to be represented as well as their interaction with local populations.

All the above elements require simulation environments for CAXes to include a wider variety of entities with
behaviours that have not been studied in this field in the past. In addition the interactions between the tradition-
aly simulated entities in CAX-driving simulations and these new entities are not well structured and understood.
Overal, there is atendency to demand a growing level of granularity in order to understand the behaviour of the
entire set of entities.

An aspect that complicates the development of simulation environments that meet these changing requirements
is the increased usage in NATO of direct interfaces between the simulations and the command and control in-
formation systems (CCIS) used by the exercising staffs. These interfaces include such capabilities as automated
report generation in a format that can be processed automatically by a CCIS, the provision of air and maritime
track data but also the processing of structured order sets produced by the exercising staffs. The usage of these
interfaces limits the ability of the exercise control organisation to influence the course of the simulated eventsin
any intrusive manner. Hence control needs to be executed with greater insight. Better fidelity of entity
behaviours is expected due to this increased visibility. The ability to explain the occurrence of certain unex-
pected and apparently illogical eventsis critical in achieving confidence in the simulation environment used to
support a CAX. Conversely, exercising staffs need to take sufficient care in the development of plans, which are
transmitted as structured tasks to automated entities. Usually the simulated entities have limited ability to vali-
date the tasking and may therefore execute errorsin a perfect manner rather than provide some form of feedback
reguesting confirmation of the tasking.

3 Solutionsand Constraints

In order to respond to the change in requirements described in the previous section, a number of different ap-
proaches have been proposed and applied in the NATO context. Most notably, a resurgence of purely scripted
exercises or largely scripted CAXes has been observed. The traditional problem, associated with scripted
exercises, of providing consistent responses over time to the exercising staffs and commanders with the required
level of detail has been re-discovered. The complexity of managing the interactions between a wide variety of
entities and of conveying the perceptions of opposing or non-aligned entities cannot be resolved in this manner.
Hence exercise effectiveness has been limited and this approach can only be applied to exercises that focus on a
very limited set of objectives and that aim to exercise a limited group of people. The facets associated with a
combined joint operation in a multi-national and multi-party environment cannot be simulated using this ap-
proach.
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Other approaches are based on simulation technology. They can be classed in the following categories:
(1) theintroduction of greater granularity in existing and proven aggregate simulations.

(2) thesearch for simulations that have a greater degree of granularity whilst maintaining awide
spectrum of functions.

(3) theproposed connection between aggregate and detailed simulations or between complementary
detailed simulations.

(4) the development of new simulations.

All these approaches focus on achieving the required detailed level of granularity in the simulated entities. They
also assume that interaction with the simulation(s) for order input and information retrieval, must take place at
this level of detail. Therefore, they require the utilisation of large amounts of augmentation personnel to bridge
the gap between simulation and exercising staffs. However the number of available augmentees is decreasing.
Due to the rise in numbers of exercises to meet the larger set of operational tasks, they are also in greater de-
mand. Consistent reductions in exercise budgets further limit the deployment of augmentation personnel. Evenin
the case that numbers of people and funds were available, it has been noted that there is great variance in the
skill level of the augmentation personnel and that this variance detracts significantly from the achievement of
exercise objectives.

Another element that needs to be taken into account, is the considerable increase in exercise preparation time
lines due to the more complex simulation data base development process. Indeed more creative and lateral
thinking is needed when applying existing simulations and more development effort is required when building
data bases for several simulations and ensuring their consistency. The uncertainty concerning the resulting be-
haviour of the simulations does not contribute to a smooth and consistent process.

From a technical perspective, it must also be noted that the limited resources available to develop and evolve
simulation environments prevent the proliferation of new simulations based on new requirements.

Therefore we must conclude that without a complementary approach to reduce the complexity and detail of the
interaction with the simulation environments that are used in CAXes and a focus on the exercise preparation
process al so, these approaches cannot be applied in cost-effective manner.

4 The Need for Human Behaviour Representation

It becomes apparent from the previous section that the problem of simulating with greater detail while inter-
acting at an aggregate level needs to be resolved in a structural manner. Therefore, it is necessary to augment the
description of simulated entities with more complex behavioura representations in particular in the areas of de-
cision making and information processing.

In addition, there is a requirement for a more formal meta-model of the simulated entities to enable their proper
configuration and their associated entities during the exercise preparation process. In the context of this paper,
we will limit the discussion to the entities that are being simulated.

The issue of the validation of simulation results also requires an explicit representation of the behavioural
process of the simulated entities. Not only the actions of entities but their rationale needs to be reproducible and
available for inspection. Hence the following characteristics of an entity need to be described explicitly:

(1) thecapability to maintain a perception of the state of the world and how it pursues this objective,

(2) the manner with which it assesses potential changes in the state of the world and its ability to apply
this process,



13-5

(3) theahility to receive and interpret taskings,
(4)  the manner with which taskings are interpreted,

(5) theahility to communicate with other entities that are capable of providing useful information and
that in turn may need data.

Obviously when instantiated in the simulation execution some level of variance needs to be introduced to ensure
a non-stereotypical and reasonably unpredictable behaviour. These characteristics can be used to describe indi-
vidual and groups of humans.

In addition the process that entities apply to adapt and change their behaviour to achieve certain goals, needs to
be defined. Goals could be expressed in terms of intrinsic goals e.g. survival, or externally driven goals e.g.
tasking by interacting personnel or other entities. Changes in behaviour could be temporary or become perma-
nent according to some explicitly described process.

Due to the considerable change in requirements described in the previous section, the spectrum of human be-
haviour that needs to be represented is very broad. It includes:

() military staffs and decision makers representing the subordinates of the exercising staffs and
commanders as well as the crews operating vehicles or pilots flying aircraft and all the intermediate
levels of decision making and information processing

(2) Non-Governmental and Private Volunteer Organisations as groups and as individuals
(3) civilian population groups and key individuals
(4) other military force structures described in a similar manner as the own forces

(5) national agencies either political and military, capable of providing additional information or
guidance

(6) commercial and private groups or companies that can provide resources e.g. transportation assets or
relevant information e.g. news, terrain or weather data.

The diverse nature of the entities listed above and the many factors that can influence their behaviour, indicates
that the task of modelling them will not be an easy one. However it is essentia to start introducing corresponding
behavioural models in our simulation environments to provide a sufficiently complete representation of the envi-
ronment in which senior military decision makers and their staffs will be placed in most future operations. The
introduction of automated behaviour is critical in providing a consistent quality of training and exercising and in
making it affordable.

In addition to modelling the ability of these entities to gather data, to assess situations, to evaluate courses of
action, to decide on a preferred path, to communicate it and to execute it, close attention must be given to the
fact that these behaviours will change over time. The model development cycle must therefore be shorter than
the actual behavioural adaptation cycle. Ensuring an adaptive design to the modelling of human behaviour will
be key to its continued success and utility in an exercising environment designed for high-level staff and deci-
sion makers.
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Tl IO Definition off CAX

~/"AGENCY

A Command Poest EXercise imwhich computer-hased! simulation
models are used o place commanders, staffs and thelr;
command andcontrel systems in an operationally realistic
envirenment N erder te perform decision-making, practice  staff
procedures and/co-ordinate between headqguarters.

Source: ACE CAX Planners Course
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@:3 NATO EXERCISE REQUIREMENTS

~/"AGENCY

Orientated at twe) levels primarily,

Eirst level: @perational level

Main, Tlasks:

—lhreat assessment

—Allocation ofi resources to) tactical decision makers
FOcUS on jeint combined usage of forces: Corps, air
ferce compoesition, maritime task ferces
Time frame: weeks, days
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@:3 NATO EXERCISE REQUIREMENTS

~/"AGENCY

Second level: Operational/lactical level

Main tasks:
—Vlore detalrled assessments
—Mare emphasis on single sernvice considerations in joint
context
Focus on divisions, air force asset allecation to tasks,
maritime task groups
Time frame: days
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g)gg RECENF NEW REQUIREMENTS (1)

~/"AGENCY

Peace Suppert Operations
Humanitarian aid
Disaster Relief
Search and Rescue
Peace Keeping
Peace Enforcement
Implementedithrough Combined Joint llask Eerce

concept
Tailered headguarters
Formed by persennel from various, HQ@s
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=iy RECENT NEW REQUIREMENTS (2)
=3
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Level off granularnity
Division, Brigade,Battalion and below
Single aireraft or heliceopter,
Single ship
Tailered small ferce

Actions ofi individual entities; and thelr associated
effect
Effect of single reseurce or weapon employment

Time frame: days, hoeurs, minutes
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=iy RECENT NEW REQUIREMENTS (3)
=3

New:entities
Para-militany, erganisations

Noen-milrtany:
— Non-Goevernmental and International ©@rganisations
— [Local population
— Commercial entities e.g. ships, airlines
— Media
— Specific persons e.qg. leadership
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@:3 RECENT NEW REQUIREMENTS (4)

~/"AGENCY

VMedelling and simulation implication
Needito represent aggregate and detared entities
pehavieur, decision making and infermation
exchange

Need/to controlland explain entity: behaviour

Levellofi effort and expertise off Response cells much
greater
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@:3 RECENT NEW REQUIREMENTS) (5)

DIrfect miterface with command andf contioel systems

Allew! tarlered staff to exercise with woerking
envirenment

Behaviour ofi simulated world/ inecreasingly elbvious to
exercising stafifi allewing less intervention by exercise
control to “fix* problems
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= RECENT SOLUTIONS (1)
/5o

RESUIGENCE O SCripted eXerciSes
Large scriptedievents lists prepared andlexecuted,

dynamic scripting during execution

raditional preblems re-occur: maintain consistent
joint perception, time and space consistency,
logistics Implications of actions, provision of detailed

intelligence data

Only successful for small exercise audience
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= RECENT SOLUTIONS (2)
/5o

Simulation-hased selutions
Add more detail to) proeven aggregate
simulations:siretching basic moedelling concepts

Use more detailed simulations: verny few jeint
simulations available

Combine aggregate and detailed simulations threugh
model-interoperability protocols

Combine complementary detailed simulations
through model-interoperability’ protecols
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= 1IgL, RECENT SOLUTIONS (3)
3

Commoen preklems o) current selutiens

Ungcertamty of effectiveness off selutions
Size and expertise ofi exercise control structure

Increased preparation time
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= Ao WHY HUMAN BEHAVIOUR
@gg REPRESENTATION?

EXPIICIt representation) off behavioural moedels for: all
active entitress will'reduce: thelevel ofi interaction of
exerclise controll stafffwith simulation enVIreRMERLS
Redugction in scripting staff
Reduction in contreller intervention
Aggregate entities capable offde-aggregating
Groups N sub-groups

Groups nte mdividuals
Groups nte combinations of groups and mdividuals

Behaviour can be tracedfand validation, ofi training
envirenment performed
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= Ao WHY HUMAN BEHAVIOUR
@gg REPRESENTATION?

Critical In representing breadth off reguired! entities
and thelr simultaneous; Interactions
Consistent representation with commensurate: level
off Infermation
Cannet be perfermed manually due te complexity, and
assocliated manpoewer fer management
Critical Inrachieving maore effective configuration
and setup) off exercise environment
Ability to select from  existing sets rather than re-
Invent
Ability to ferecast exercise flow
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bm= CRITICAL REQUIREMENTS OF HBR
=3

\VVarance in behavieur off similar entities when

lnstantiated
Avold stereotypical, easily predictable hehaviours

EXPIICIt representation; ofi behavioural adaptation

PrOCESS elther tempoerany o permanent
Analysis ofi ewn actions and! ability, te learn
Representation off memaony ofi SelUtions, te) previeus

preblem situations

Ability te develop new: HBRs within reguirements
development time firame
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